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The Levels - Agenda

- BEER
Background
- HFEN
Why, and how to start your own plugin?
- #THE
Here comes the users
- fTK{E

Gutenberg, Modern Admin Ul, Security é{i\\;
~\_ /" Aboutme


https://blog.williamchong.cloud/

Background - Our plugin and products

LikeCoin:
LikeCoin
blockchain for content creators and

publishing

\n/ LikerLand:

7 A Liker Land Writing NFTs and bookstore
Web3Press:

Web3 plugin for WordPress users



https://like.co/
https://liker.land/
https://w3press.io/

Introduction - Why make a plugin?

Site owners:

- Enable and disable plugin easily
- Track the actual changes all in one place
- WordPress upgrade doesn'’t break your change

Developer:
- Share your code and functionalities
Business:

- Sell your product!



Overview - How to make a plugin?

Plugin Handbook - #rF 5/

https://developer.wordpress.org/plugins/

- Hooks

- Change the post content on publish “content”
- Add a Google Analyics in your site header “hook header”

- APIs

- Post your post to https://matters.town as a draft
- Send your url to Internet Archive for snapshot


https://developer.wordpress.org/plugins/

. v @ plugin-name
Overview - Code Setup & s
> BB css
WordPress runs on: :’p .
BaS|C (OldSChOOl) Setup [ class-plugin-name-admin.php
[ index.php
- PHP - Pages, Logic, where hook happen ’ :‘"°'”"“
. . . > languages
- Javascript - Browser interactions, update Ul and calls [
APl V > BB css
- CSS - Style your Ul > s
> [ partials
Protip: Start with a boiler plate [ class-plugin-name-public.php
[ index.php
- wp scaffold plugin [ LICENSE txt

- https://github.com/devinvinson/\WordPress-Pluqgin-Boil Bl
erplate [ index.php

[ plugin-name.php



https://developer.wordpress.org/cli/commands/scaffold/plugin/
https://github.com/devinvinson/WordPress-Plugin-Boilerplate
https://github.com/devinvinson/WordPress-Plugin-Boilerplate

Overview - Code best pratices

https://developer.wordpress.org/plugins/plugin-basics/best-practices/

e.g. WordPress PHP codes are all in one global namespace

If you function has a 22[Hi£ then it will either overwrite someone else’s stuff,
or get overwritten.

Prefix your functions (likecoin_foo) vs Objects (still has to be unique in class
name)


https://developer.wordpress.org/plugins/plugin-basics/best-practices/

Overview - Done? Ship it!

-  GPLv2 compatible £ Plugin Directory ”
- Code must be human

source: likecoin

readable, or come with N

Name 4 Size Rev Age Author Last Change
source lnap/source code e
> [im assets 2903806 £# 7 months | likecoin Vi 3.1.0
.
- P I u q I n S | u q a D D roved bv »> [m branches 1921928 £  Syears plugin-master ~Adding LikeCoin by likecoin.
> [Bm tags 2971630 £ 6 weeks ‘ likecoin *Version 3.1.3

WO rd DreSS . O rq > [Bm trunk 2971630 % 6 weeks H likecoin *Version 3.13
- Push version to SVN
- Profit!

Note: See TracBrowser for help on using the repository browser.

You can always view code of
any plugin on wordpress.org
SVN


https://wordpress.org/plugins/developers/add/
https://wordpress.org/plugins/developers/add/

Now the true adventure begins



Hey | use PHP 5.2 and your
site breaks

https://qgithub.com/likecoin/likecoin-wordpress/pull/28



https://github.com/likecoin/likecoin-wordpress/pull/28

Hey | use PHP (insert legacy version here)

- WordPress can run on PHP 5.2 - 8.0
- https://make.wordpress.org/core/handboo

k/references/php-compatibility-and-wordp
ress-versions/

- Newer syntax won’t work on sites with
newer PHP

- Dev: Always prefer older syntax

- Define minimum support PHP version in
your plugin

- Site owner: Try to upgrade PHP!

// Before php 5.4

$array = array(1,2,3);

// since php 5.4 , short syntax
$array = [1,2,3];

582

513

5.4

55|

5.6

7.0

7

72

73

7.4



https://make.wordpress.org/core/handbook/references/php-compatibility-and-wordpress-versions/
https://make.wordpress.org/core/handbook/references/php-compatibility-and-wordpress-versions/
https://make.wordpress.org/core/handbook/references/php-compatibility-and-wordpress-versions/

Hey can it also be In
Spanish

This one is from discord

because my audience is Spanish and | see that the community is in English, if someone can

help me | would appreciate it. Note the platform | am building on WordPress



Hey can it also has a (insert language here) version?

Internationalization problem - i18n

Meet translate.wordpress.orq

Projects / Plugins /| Web3Press — Decentralize Publishing with Writing NFT

New to Translating WordPress? Read through our Translator Handbook to get started. Hide
X
Web3Press - Publish your posts as NFT and sell it right away; build your community in the Web3 way. Web3Press —
Decentralize Publishing
. with Writing NFT
WordPress.org Plugin Page
Projects v

Locale . Development ° Development Readme ° Stable ° Stable Readme Waiting/Fuzzy

Chinese (Taiwan) 61% 40% 61% 40%

Chinese (Hong Kong) 61% 39% 61% 39% _
Chinese (China) 59% 32% 59% 32% _



http://translate.wordpress.org

Meet translate.wordpress.org

Translation of Stable (latest release): Chinese (Taiwan) Translate Live - Locale Glossary

Filter & « Sort 4 « All(219) - Translated (135) - Untranslated (84) - Waiting (0) « Changes requested (0) - Fuzzy (0) - Warnings (1)

[]

Original string Translation
S3 Access Key You have to log in to add a translation. Details
You have to log in to add a translation. Details
B E)A{RE| Internet Archive Details
BEER Details
Internet Archive S3 API Key Details
E <Register/> MERE BEHAE Internet Archive © Details
Internet Archive (archive.org) Details
<InternetArchive/> R2—EIF £ FINIETSTE - REIRHEE K H - T8 K 6,240 A  Details
movies & music, as well as 624 billion archived web BREMEEGALIE -
Connect to Matters You have to log in to add a translation. Details
this guide Jlive e Details
Please refer to <Help/> for help on using this plugin You have to log in to add a translation. Details

Keys are the original string

Anyone can propose translation for any string and locale



Polyalot team, i.e. You don’t own your i18n!

- Making the plugin does not automatically makes you a approved translator
- Try get approved as PTE for your plugin, per locale basis

General Translation Editor Locale Manager
(GTE)

« Translation quality ~ » Documentation ~* Locale site admin

« Community building ~ « Marketing O L

* Maintain glossary

Polyglots Team Rep Global Mentor

* Global mentor
* Tech lead

Local

Global

https://make.wordpress.org/polyglots/handbook/plugin-theme-authors-quide/pte-re
quest/



https://make.wordpress.org/polyglots/handbook/about/roles-and-capabilities/
https://make.wordpress.org/polyglots/handbook/plugin-theme-authors-guide/pte-request/
https://make.wordpress.org/polyglots/handbook/plugin-theme-authors-guide/pte-request/

How You can help

- Help translate WordPress Core

Chinese (China)

A3
zh_CN

1009

Chinese (Hong Kong) [
B -
zh_HK 143

Contribute Translation I

Contribute Translation ‘

Chinese (Singapore) °
254
zh_SG 18

Contribute Translation I

Chinese (Taiwan)

B
zh_TW

Contribute Translation l

- Help translate any plugin you use/like

‘( Web3Press - Decentralize Publishing with Writing

NFT

By LikeCoin

EMESNH B RTR M T HEEP S K BRI - SEHENSUEAM(LEEY A E -



https://translate.wordpress.org/
https://wordpress.org/plugins/likecoin/

Q: Hey | use AMP, your
iframe broken

https://github.com/likecoin/likecoin-wordpress/pull/51



https://github.com/likecoin/likecoin-wordpress/pull/51

Hey | use AMP, ...

- Many sites enable AMP for SEO

- AMP plugin https://wordpress.org/plugins/amp/

- When AMP is active, not only style get simplified, e.g.
iframe get sandboxed

- In our case, add attribute we need from
https://developer.mozilla.org/en-US/docs/Web/HTML/
Element/iframe#sandbox

- In PHP, test for AMP mode using

is amp endpoint() / amp is request()

- Always test the AMP version!

Welcome to the Swedish
Museum of Modern Art

(@) Twenty Twenty

Our default theme for 2020 is
designed to take full advantage
of the flexibility of the block...

Learn more

=


https://wordpress.org/plugins/amp/
https://amp.dev/documentation/components/amp-iframe
https://amp-wp.org/reference/function/is_amp_endpoint/
https://amp-wp.org/reference/function/amp_is_request/

Hey your stuff doesn't show
properly in my theme

https://qgithub.com/likecoin/likecoin-wordpress/pull/88



https://github.com/likecoin/likecoin-wordpress/pull/88

Hey your stuff doesn’t show properly in my theme

- Normally this one is very hard

- All the themes with different DOM and
CSS => can't fit all

- Turns out just wrapping our iframe in
<figure> does wonder

- This is due to blocks are mostly
wrapped with <p> or <figure>, modern
themes are designed to handle them

properly

B8] e —RABBEERXENESR - HEEZE
& NEERTF) - B—EAEEMBEAEERNEIBETNE
FoRMAR EE N TER 2 BRI  BEETEMA
BEoBNET  REAREEA  MESMtER  AFSMH
figure.wp-block-image.aligncen h N ERAMERER » RELEERE

ter.size-large.has-custom-bord 640 x 326.74

o ZIHme -

» vitalik.eth

talikButerin

Please stop using "real name" to refer to your passport name. Your
government doesn't get to define who you "really" are. If you use a
different name in most day-to-day interactions, that is your real name.

"Passport name', "legal name", "slave name" to be edgy are all fine.


https://developer.mozilla.org/en-US/docs/Web/HTML/Element/figure

-Hey | want to use shortcode!
ey your plugin throw JS error after upgrade!
Hey.... p——

Support » Plugin: Web3Press - Decentralize Publishing with Writing NFT

TL;DR today, plz buy DLC

Topi () Last Post

[Bug] Error URL with translations 1 0 2 months, 1 week ago
Started by: Dan Dan

[ Display Settings ] cannot be set properly 3 3 1year, 6 months ago
Started by: surikan surikan

Shortcode not working on pages 1 0 1year, 8 months ago
Started by: oleunited oleunited

Posted posts on Matters have no featured 1 0 2 years, 9 months ago
image George Getejanc

Started by: George Getejanc



id we just mention blocks?



The Bosses



Gutenberg

Modern block editor



Gutenberg

- Block based editor

- Full site editing

- Released as default in WordPress 5.0

- Now the old editor is a plugin called
“Classic Editor”

What does that mean for plugin?

- Editor sidebar support
- Block support

Say Hello to
Gutenberg, the
WordPress Editor

Experience the flexibility that blocks allow, whether you're building your first site or write
code for a living.

‘ Try Gutenberg today in WordPress ‘

This page was built with blocks — pieces of content that you can move around. Click around to explore them.


https://wordpress.org/gutenberg/
https://wordpress.org/plugins/classic-editor/

Editor Sidebar - metabox is now outdated

l Publish AV A

' LikeCoin

Permalink: http://localhost:8080/?2p=105 Preview Changes
. Status: Published Edit
B Add Media Visual  Text ? o

Paragraph v B I = = ¢ =

® Visibility: Public Edit

Il
(\o

m Published on: May 12, 2023 at 16:03
Edit

Move to Trash Update

Format AV A

)f Standard
Link
Aside
Gallery
Image
Quote
Status

Word count: 0 Last edited by william on May 12, 2023 at 4:03 pm Video

Audio

Web3Press v O Chat

LikeCoin button
Categories AV A

Enable LikeCoin button (v) Embed LikeCoin button in this post All Categories Most Used



Editor Sidebar - metabox is now outdated

L

_/ Switch to draft  Preview el

Web3Press . X

Decentralized Publishing -

LikeCoin

View NFT

Publishing Status

State Published
Type [ to choose a block
ISCNID iscn://likecoin-chai
n/iDHFUZXYgmroY
yhW65q2KD670J-
CtRKg8Ric5Nc-fbM
n

NFT likenftiwevxixpw35

axgg60vimgek36u
Swvkfwd4eq2Ifor7

Storage 6bxF--KMMt3egPN
ug802gSgOYNXj3v
ZZYXWVFQB5t5w

Version N

Widget
Enable in-post widget

Embed widget in this post (Overrides site
setting)



Editor Sidebar - metabox is now outdated

Metabox in its simplest form, is just extra fields in HTML <form>
- Submit post => Submit fields in metabox => Updates data with post
Sidebar is a complex web app

- On publish, Gutenberg does a XHR instead of refresh

- Your sidebar is expected to listen to events and does XHR too

- Maybe also multitab JavaScript based navigation, like a full blown SPA
- Infactitis a React SPA!



Blocks - shortcode is now outdated

Remember shortcode [likecoin liker-id=ckxpress]?

How about a Ul to list all shortcodes, configure their parameters, and maybe also

a preview?

likecoin X
o
Writing NFT Writing NFT Writing NFT Writing NFT - Let&#039;s mint Writi...
Widget Collect Button Widget (Mini) This is done by our WordPress plugin...

® @ Collect Now
$0.5

@ William Chong

Writing NFT Widget

Writing NFT widget with customable
size and style

Writing NFT - Let&#039;s mint Writi...
This is done by our WordPress plugin...

® @ Collect Now
$0.5

% Like @ William Chong

P Block

W Writ FT Widget
Writing NFT widget with
customable size and styl

Widget St g

TTTTTTTTTTTTTTTTT

Collect N
Adv: d



Blocks - shortcode is now outdated

_ v blocks
- Add your own blocks for site

- block.json defines all the metadata
- edit.js and save.js defines different behaviour, in
editor vs in actual post view

v nft-collect-button

{} block.json

% index.asset.php

: _ # index.css
- Make variants for blocks that has common attributes [
Blocks # style-index.css
This plugin provides 2 blocks. vV nft—widget
. Writing NFT Widget {} blOCk.jSOﬂ
Writing NFT widget with customable size and style index.asset.php
- Writing NFT Collect Button # index.css

Writing NFT minimal collect button

index.js

https://developer.wordpress.ora/block-editor/ # style-index.css



https://developer.wordpress.org/block-editor/reference-guides/block-api/block-metadata/
https://developer.wordpress.org/block-editor/

Security!

How many CVE are from plugin instead of core?



Why a plugin breach affect the whole site?

- WordPress code runs in a global space

No effective isolation between plugins, or actually, everything
- Horrible in security sense

I.e.

You can write a plugin to change any user/admin data

You can write a plugin to change data used by other plugin

- Actually thats how plugin for plugins work

e.g. woocommence, woocommence plugins, woocommence plugins pro
version, which is a paid plugin for woocommence plugin


https://wordpress.org/plugins/use-administrator-password/

How can plugin developer prevent this?

- Sanitize all input and output

Why both? Don'’t trust any data to be safe

* *

sanitize_*, esacpe

EFRFREF

- Use WordPress provided function instead of PHP or writing
your own

wp remote get()

-  Wordpress coding standard linter warns all unsantized output

https://developer.wordpress.org/plugins/security/

sanitize

email()

sanitize

file name()

sanitize

hex color()

sanitize

hex color no hash()

sanitize

html class()

sanitize

sanitize

key ().
meta()

sanitize

mime type().

sanitize

option()

sanitize

sql orderby().

sanitize
sanitize

term()
term field()

sanitize

text field()

sanitize

textarea field()

sanitize

title() -

sanitize

title for query()

sanitize

title with dashes()

sanitize

user()

sanitize

url()

e wp_kses()


https://developer.wordpress.org/apis/security/sanitizing/
https://developer.wordpress.org/apis/security/escaping/
https://developer.wordpress.org/reference/functions/wp_remote_get/
https://github.com/WordPress/WordPress-Coding-Standards
https://developer.wordpress.org/plugins/security/

How can site owner prevent this?

Disable unneeded plugin

- Disabling plugin disable many of its hook and API, reducing attack surfaces
Uninstall unneeded plugin
- Plugin can hook on install, uninstall and upgrade

Try to understand what data and option are created by your plugin, and does it
clean them up after uninstall?

- WordPress does not record these on install, devs can be lazy or don’t even
know they should clean up data



@wordpress/data

TL;DR today, plz buy DLC



There’s more...

O likecoin / likecoin-wordpress

<> Code () Issues '8 11 Pull requests 15 ) Discussions

Label issues a

Now, GitHub will help potential first

Filters + Q is:pris:closed

@ Clear current search query, filters, and sorts

0 19 150pen v 220 Closed

O ¥ N\ Fix typo X

#259 by williamchong was merged 3 weeks ago - Approved

O ¥ =, Fix metabox js not enqueued properly X

#256 by williamchong was merged on Sep 26 - Approved

O ¥ =, Fix cannot update iscn without timestamp x

#255 by williamchong was merged on Aug 18 - Approved

0O % [TAS 302] ™ F|x undefined api path

https://github.com/likecoin/likecoin-wordpre:

Like 200 more things about

- Really silly APIs
- Subtle non-documented functions
- Stupid mistakes we made (mostly this)

. that | can talk about, but let’s not dig too
deep into this here.



Hey it's Q&A

Now it's your chance to contribute content to this slide!

or checkout GOTY version of this slide



https://docs.google.com/presentation/d/1uSidleCedDhkVGTC-1cMft4_jqPBi0fr2X32qxrgRRs/edit#slide=id.p

